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Note to the reader: The following instructions are adapted from Adobe Acrobat user guides.

Getting started

To setup your electronic email signature, you will first need to open Adobe Acrobat on your PC or
laptop. From here, you will be able to complete the steps listed below. Once you’ve set up your
signature you will need to register it. Follow the steps in the Register a digital ID section.

Setting up your electronic email signature (digital ID)

1. In Acrobat, click the Edit menu and choose Preferences -> Signatures.
B 2dobe Acrobat Pro 2017
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2. On the right, click More for Identities & Trusted Certificates.
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https://helpx.adobe.com/ca/acrobat/using/digital-ids.html
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3. Select Digital IDs on the left, and then click the Add ID button

(& Digital ID and Trusted Certificate Sefting N,

Digital IDs ‘{‘" Add ID / Usage Options ~ ly Certificate Details ';9 Export e Refresh @ Remove ID

4. Select the option A New Digital ID | Want To Create Now, and click Next.

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

(O My existing digital 1D from:
A file

A roaming digital ID accessed via a server

A device connected to this computer

® A new digital ID | want to create now

5. Specify where to store the digital ID. Select the New PKCS#12 Digital ID File option and
select Next.

UNIVERSITY OF

% WATERLOO



Where would you like to store your self-signed digital ID?

(® New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKCS#12 format. This
commen digital D file format is supported by most security software applications,
including major web browsers, PKC5212 files have a .pfx or .p12 file extension.

(O Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows lagin.

Cancel < Back Next >

TIP
» A popular location to store your digital is New PKCS#12 Digital ID File. When
using this location Adobe stores the digital ID information in a file, which has
the extension .pfx in Windows and. p12 in Mac OS. You can use the files
interchangeably between operating systems. If you move a file from one
operating system to another, Acrobat still recognizes it.

» By selecting Windows Certificate Store (Windows only) the digital ID will be
stored to a common location from where other Windows applications can also

~N

. Complete the following information:
Type your name, email address, and other personal information for your digital ID.

Q

TIP

» When you certify or sign a document, the name appears in the Signatures
panel and in the Signature field.

b. Select the 1024-bit RSA Key Algorithm.
From the Use Digital ID For menu select the digital ID for both signatures and data
encryption.

d. Click Next.
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Add Digital ID

Enter your identity information to be used when generating the self-signed certificate.

Name (e.g. John Smith): [John Doe

Organizational Unit: ‘Human Resources

Organization Name: [University of Waterloo

Email Address: [lohnDoe@uwaterloo.ca
Country/Region: | CA - CANADA

Key Algorithm: | [REZNSTE o

Use digital ID for: | Digital Signatures and Dats Encryption

Cancel pron
8. Complete steps a-d below:

a) Select where to store your digital ID file

TIP

» The digital ID file is stored at the default location as shown in the File Name
field.

» If you want to save your digital ID somewhere else, click Browse and choose
the location.

b) Type a password for the digital ID file.

TIP

» For each keystroke, the password strength meter evaluates your password and
indicates the password strength using color patterns.

¢) Reconfirm your password.

TIP

» If a digital ID file with the same name exists, you're prompted to replace it.
Click OK to replace or browse and select a different location to store the file.

d) Click Finish.
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Enter a file location and password for your new digital ID file. You will need the password when
you use the digital D to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialeg.

File Name:

‘AppData\RoaminghAdobe\Acrobat\ 2015\ Security'JohnDoe.pfx Browse..

Password:

EE

NN s

Confirm Password:

D

Cancel < Back Finish

9) Congratulations, the ID is created. You can export and send your certificate file to contacts
who can use it to validate your signature.

ﬁ Digital I and Trusted Certificate Settings x
Digital IDs #;_ Add ID / Usage Qptions « ,F Certificate Details rzb Export e Refresh  £J Remove D
Trusted Certificates Mame lssuer Storage Mechanism E
. Communications Server Windows Certificate Store 2

John Doe <John.doe@uwaterloo.c... John Doe <John.doe@uwaterleo....  Digital D File

John Doe
University of Waterloo
Issued by: John Doe
University of Waterloo
Valid from: 2020/03/09 10:44:34 -04'00'
Valid to: 2025/03/09 10:44:34 -04'00°
Intended usage: Digital Signature, Encrypt Document, Key Agreement

For more information please visit Adobe Help
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Register adigital ID

To use your digital ID, you will need to register it with Adobe Acrobat or Reader. Follow the instructions
below to register your digital ID.

1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted
Certificates, and click More.

2. Select Digital IDs on the left.

::H: !
3. Click the Add ID button == .

4. Choose one of the following options:

A File: Select this option if you obtained a digital ID as an electronic file. Follow the prompts to
select the digital ID file, type your password, and add the digital ID to the list.

A Roaming Digital ID Stored On A Server: Select this option to use a digital ID that’s stored on a
signing server. When prompted, type the server name and URL where the roaming ID is located.

A Device Connected To This Computer: Select this option if you have a security token or
hardware token connected to your computer.

5. Click Next, and follow the onscreen instructions to register your digital ID.

Signing a document digitally
1. Download and save the Vacation Carryover form to your computer
2. Open the form that you want to fill and sign
3. Fillin the form

TIP
» Fields with red boxes are required fields.
» To determine your current absence balances please review the ‘View absence
balances’ guide housed within section 6. Vacation and Absence on the
Workday user guides section.

4. Click on the signature box that applies to you. le for the employee

Section C: Employee Declaration
| certify the information provided is complete and accurate. | understand that the amount of carry over approved will be based on
the actual amount available in my vacation bank as of July 1 and that this amount will not exceed the requested amount in Section B.

Employee’s Signature: F Date:
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5. Select the Digital ID you want to use for signing

6. Click ‘continue’

7. Enter the Digital ID PIN or Password

8. Click ‘Sign’

9. Select a location on your computer to save the document to.
TIP

» When naming your form, consider including your full name ie Joe Bloggs
Vacation Carryover request

10. Save the file

Emailing your document

Once saved, either:

1. Scroll to the bottom of the form and click on the ‘Email Form’ link.
2. Your default email program will open.

Or

1. Open emalil
2. Create new message
3. Attach the saved pdf vacation carryover form to an email

Receiving a signed document

1. Open the email

Right click on the attached file and save the file to your computer
Open Adobe

Open your saved file

Review content

ok wnN

To approve the document follow the instructions captured under “Signing a document digitally”

section
7. To email the document follow the instructions captured under “Emailing your document”

section

TIP
» The Department Head need only print their first and last name where a wet
signature is applied.
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